Disaster Recovery
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he disaster recovery department of one of

the largest U.S. banks has some very

colorful charts that specify the following:

24-hour recovery for their "A" applications,
48-hour recovery for their "B" applications, 72-hour
recovery for their "C" applications, and s0 on. When
told that the charts and the plan they were based on
were impressive but unlikely to actually work, the
bank’s enterprise architect said, "We know that, but
it's good enough for the auditors."

The bank’s approach to disaster recovery planning
15 frighteningly common—a hope that a catastrophe
won't actually take place. But hope is not a good
business strategy. Meta Group says that most firms
suffering a catastrophe such as a fire or flood are, as
a result, out of business within two years. A study by
MecGladrey and Pullen shows that 43 percent of
companies experiencing disasters will never recover.

Organizations are willing to settle for DR plans
that only work on paper for a simple reason—it
requires a great deal of money and effort to recover
Wintel servers in a traditional physical computing
environment. Virtualization provides a better alterna-
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tive. Virtwalizing both the production and DR
environments enables much faster and more
complete disaster recovery while reducing the
overall IT budget. Effective business continuity
becomes almost a byproduct of virtualizing the
production environment.

Wintel Server Recovery in a Physical
Environment

To the uninformed, server recovery might seem a
simple task accomplished by backing up the files and
then restoring them onto another machine. While
possible in an idealized environment, the server
diversity of most data centers makes recovery much
more complex.

The complexity results from the tendency for the
Windows operating system Lo be tightly coupled with
the server hardware. Driver related consistency issues
prevent easy portability of a failed server to another
machine unless it is very closely matched with the
original. Server variations typically require restoration
of both the operating system and application from the
original media prior to restoring the data from tape.







